FOI158 Response
Request

Under the Freedom of Information Act, | would like to ask for information on Birmingham and
Solihull Mental Health NHS Foundation Trust's data security spending & training on behalf of
Redscan Ltd.

Please could you share the following information in the format of an CSV, XLS, XLXF file - or any
other format that may be opened via Excel or Google Spreadsheets. If you wish to add more context
or information, please do so in a separate document or in the body of an email.

1. NHS Trust name

2. Region - please select from the following: South East, London, North West, East of England,
West Midlands, South West, Yorkshire and the Humber, East Midlands, North East, Wales,
Scotland, Northern Ireland.

3. The total number of full-time and part-time employees employed by your trust (as of 1st
October 2020 or latest figures available).

4. The total number of full-time and part-time employees employed by your trust with
professional data security / cybersecurity qualifications (as of 1st October 2020 or latest
figures available) - Common qualifications may include any cyber or IT security related
qualifications such as CISSP, SSCP, CSA, CEH, CISA, CISM, Security+

5. The total number of full-time and part-time employees employed by your trust who have
completed cyber security training over the last 12 months (prior to 1st October 2020 or
latest figures available)

6. How much money (in pounds sterling) has been spent on cyber security training during the
last 12 months (prior to 1st October 2020 or latest figures available) this may include GDPR-
related training

7. How many penetration tests has your organisation had from an external third-party in the
last 12 months? (prior to 1st October 2020 or latest figures available)

8. How many data breaches did your trust report to the ICO between 1st January 2019 and 1st
October 2019.

9. How many data breaches did your trust report to the ICO between 1st January 2020 and 1st
October 2020.



Response

1. NHS Trust name
Birmingham and Solihull Mental Health Foundation Trust

2. Region - please select from the following: South East, London, North West, East of
England, West Midlands, South West, Yorkshire and the Humber, East Midlands, North
East, Wales, Scotland, Northern Ireland.

West Midlands

3. The total number of full-time and part-time employees employed by your trust (as of 1st
October 2020 or latest figures available).

The total headcount is 4079, this consists of 3190 full time employees and 889 part time
employees.

4. The total number of full-time and part-time employees employed by your trust with
professional data security / cybersecurity qualifications (as of 1st October 2020 or latest
figures available) - Common qualifications may include any cyber or IT security related
qualifications such as CISSP, SSCP, CSA, CEH, CISA, CISM, Security+

Please note that the Trust is unable to provide information to this question, this is because
the requested data is not readily captured within our system and will require a manual
search and collation. With this in mind, a section 12 exemption has been applied as the Trust
does not have capacity to fulfil this query.

5. The total number of full-time and part-time employees employed by your trust who have
completed cyber security training over the last 12 months (prior to 1st October 2020 or
latest figures available)

Please note that the Trust is unable to provide information to this question, this is because
the Trust does not provide specific cyber security training.

However as a part of the mandatory Information Governance training that all Trust staff
members must complete, there is a small section that covers some aspects of cyber security
from an information governance perspective.

6. How much money (in pounds sterling) has been spent on cyber security training during the
last 12 months (prior to 1st October 2020 or latest figures available) this may include
GDPR-related training

Not applicable — please refer to response in question 5.

7. How many penetration tests has your organisation had from an external third-party in the
last 12 months? (prior to 1st October 2020 or latest figures available)



In the last 12 months the Trust has carried out 2 penetration tests.

How many data breaches did your trust report to the ICO between 1st January 2019 and
1st October 2019.

From the time period of 1st January 2019 and 1st October 2019 here have been Nil (0) ICT
data breaches

How many data breaches did your trust report to the ICO between 1st January 2020 and
1st October 2020.

From the time period of 1st January 2020 and 1st October 2020 here have been Nil (0) ICT
data breaches



